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Abstract

In this study, the researchers would like to explore Taiwanese primary and
secondary school teachers’ understanding on the provisions of the Personal
Data Protection Act (hereinafter referred to as “PDPA”). A self-developed
test, with 17 questions in 7 scenarios, was distributed to 519 primary and
secondary school teachers in all regions of Taiwan. Results of the survey
stated that, firstly, the teachers surveyed displayed a medium or low level of
understanding in terms of areas in which the PDPA is not applicable depending
on different circumstances. Secondly, the participating teachers showed a low
level of understanding in terms of whether teachers should be held liable for
damages if his/her conduct is not gross negligence. Moreover, the teachers
surveyed manifested a medium level of understanding in terms of the scope
of government agencies, liability for damages of the commissioning agency
and the commissioned agency, the collection of special category personal
data, and the conditions for exemption of damages from government agencies.
Finally, the teachers in the survey demonstrated a high level of understanding
in the following aspects: protected objects; the collection, processing and use
of general personal data; notification obligation; the liability for damages
(e.g., the teacher’s conduct of gross negligence, the school’s practice of
assigning dedicated personnel to implement security measures for personal
data protection); requested circumstances where it is impossible to estimate
the amount of damages. The results of this study can be used as reference
materials for school teacher workshops or for learning content development.

Keywords: Primary and secondary school teacher, Personal data, Collection,
Use, Information privacy
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SUMMARY

Introduction

There have been numerous news reports on teachers’ infringement upon
student data privacy in the education scene. This may cause teacher-student
conflict and affect education promotion for schools. Judging from the news
stories that involved student data privacy, the behaviors of teachers appeared to
violate the Personal Data Protection Act (hereinafter referred to as the PDPA)
as per its provisions. In Taiwan, the PDPA took effect on October 1, 2012, with
some provisions amended in 2015 and implemented on March 15, 2016. To
explore the level of understanding and possible misunderstanding of the PDPA
among primary and secondary school teachers in the education scene, this study
designed campus-relevant scenario cases and conducted empirical research using
the questionnaire survey method. The research results may serve as a reference
for elementary and secondary school teachers in studying the content of the PDPA
or developing teaching materials.

Methods

The study employed a self-developed questionnaire as the research
instrument, which was reviewed and approved by the Institutional Review
Board. The questionnaire contains two sections. The first section covers
general information; the second section includes seven campus scenario cases
and 17 related questions based on the provisions of the PDPA. A total of 600
copies of questionnaires were mailed to convenient-sampled Taiwan secondary
and elementary school teachers, and 520 responses were received, achieving a
returning rate of 86.67%. Among the retuning samples, one was invalid and 519
were valid.

Research Results

Based on the fully completed questionnaires by 519 primary and secondary
school teachers, the study classified the respondents’ understanding of the PDPA
into three levels, i.e., a high-level understanding (with an overall correct answer
rate of 67% to 100%), a medium-level understanding (with an overall correct
answer rate of 34% to 66%), and a low-level understanding (with an overall
correct answer rate of 0% to 33%). Details are described as below.

Research results revealed the following. Firstly, the teachers surveyed
displayed a medium or low level of understanding in terms of areas in which
the PDPA is not applicable depending on different circumstances. One is the
circumstances in which the personal data is collected, processed or used by a
natural person and is purely for the purpose of personal or household; the other
is the circumstances in which audio-visual data is collected, processed or used
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in public places or public activities and is not connected to other personal data.
Secondly, the participating teachers showed a low level of understanding in terms
of whether teachers should be held liable for damages if his/her conduct is not
gross negligence. Moreover, the teachers surveyed manifested a medium level of
understanding in terms of the scope of government agencies, liability for damages
of the commissioning agency and the commissioned agency, the collection of
special category personal data, and the conditions for exemption of damages from
government agencies. Finally, the teachers in the survey demonstrated a high
level of understanding in the following aspects: protected objects; the collection,
processing and use of general personal data; notification obligation; the liability
for damages (e.g., the teacher’s conduct of gross negligence, the school’s practice
of assigning dedicated personnel to implement security measures for personal data
protection); requested circumstances where it is impossible to estimate the amount
of damages.

Conclusion and Suggestions
Based on the research results stated above, the teacher participants in this
study have inconsistent levels of understanding about the provisions of the PDPA.
The study thus proposes the following specific suggestions:

1.Strengthening advocacy efforts
In terms of those aspects where teachers displayed a high level of

understanding, the study suggested that flyers, posters, or Q&A pamphlets
related to personal data protection issues may be printed to serve as a reminder
for teachers. For the areas where teachers showed a medium or low level of
understanding, the study recommends that institutions or school authorities may
invite scholars and experts to deliver speeches or have lectures to explain the
provisions of the PDPA in detail using campus scenario cases. In addition, small-
scale workshops can be organized to engage participants in discussions and
opinion exchanges based on campus scenario cases. Furthermore, a channel for
consultation should be established so that teachers in the education scene may
seek consultation on issues associated with the PDPA.

2.Developing reference resources and teaching resources
(1) Books: Books on the PDPA should incorporate campus scenario

cases, and explicate the relevant provisions of the PDPA through
the cases with easy-to-understand texts. Such books should also
provide additional information on related administrative rules and
proclamations, as well as appropriately-designed pertinent test items.
(2) Online teaching materials: Online teaching materials may present
campus scenario cases in the forms of E-books, animations, comics,
and videos among others. Moreover, questions related to the provisions
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of the PDPA may be developed to encourage critical thinking among
learners and enhance their sensitivity to data privacy, thereby enabling
the learners to fully comply with the relevant provisions of the PDPA
in their professional careers and in their daily lives.
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